IBEEN

Bilgi Birikim Sistemleri

KIMLIK ve ERISIM YONETIMI
IBM iS UYGULAMALARI




ldentity and Access Management



IBM Security Identity and Access Management

Kimlik ve Erisim Yonetimi odak alanlari
Kimlik Y6énetimi ve Idaresi

IBM Security Identity Manager

IBM Security Privileged Identity Manager

SECURITY s Advanced
TRENDS »>*£ Threats

IBM Security Portfolio
Strategy, Risk and Compliance Cybersecurity Assessment and Response

E52o Mobile and ~+. Compliance Skills
- Internet of Things —&— Mandates Shortage

".‘Cloud

Security Intelligence and Operations

Network, Mobile
and Endpoint
Protection

Data Application

Fraud and Access Security Security

Advanced Identity ‘
Protection | Management

Advanced Threat and Security Research

DELIVERY Management Systems Integrated Security Managed Partner
MODELS Consulting Integration Products as a Service Security Ecosystem



IBM Kimlik ve Erisim Yonetimi, acgik bir kurulus i¢in
dijital kimliklerin guivenligini saglamaya yardimci olur

i — & — &

On Premise Software-as- Cloud Managed /

Tehdide Dayanikh Kimlik ve Erisim Yonetimi

Kimlik Yonetimi “ Erisim Yonetimi
Identity Governance and Intelligence Adaptive Access Control and Federation

S Identity Lifecycle Management Application Content Protection

A Privileged Identity Control

Authentication and Single Sign On

Directory Services

X @ ®00 d

Datacenter Social Mobile Cloud



Kimlik Hizmetleri Merkezi

IBM Security Identity Manager ()

System Administrator Log Out

'.r, Identity Service Center @ Manage Access v | = Manage Activities + | [ View Requests | J, Manage Profles v

View Access Request Access Edit and Delete Access My Activities

View access for myself and others.

$s

Request access for myself and others.

Edt and delete access for myself and others.

View and act on my activties

4

‘ ) Pending
“/L 000 —

View Requests

View my requests

99-;}_

View and Edit Profile

View and edt profile for myself and others

y&__

Change Password

Change password for myself and others.

T

Delegate Activities

Delegate my activities.

|




Adaptor portfoyu: hizli deger elde etmek icin
entegrasyon genisligi ve derinlik

Broad SupportforPrepackaged /Adapters East, chJapta,'rJa [ooling ftor
L\
\ custom Adapters
Applications and Messaging Authentication
and Securit —
E'oa;r']‘g:”y it Sl afnb de(')ws AD/ CA Top Secret IBM AIX
i CA ACF2 IBM i/O0S e Quickly integrate with home-
Comrﬂanﬁ line-based Exchange Cisco UCM Red Hat Linux Q Yy g .
appfications Desktop Password Solaris grown app|lcatlons

EMC Documentum - .
LDAP-based licati Reset Assistant Suse Linux

ased applications IBM Security Access Mgr. Windows Local
Lotus Notes/Domino .
Mi fL IBM Security Access . .

icrosoftLync o Manager for ESSO Databases e Easy wizard-driven templates
Microsoft Sharepoint Approva BizRights RACE 70S d d | t ti
NetIQ (Novell) eDirectory ~ Citrix Pwd Mgr Ry inenyeny oot s DB2/UDB reauces adeveiopment time
Novell Groupwise Cryptovision PKI Oracle
Oracle E-Business Suite  Activldentity _ MS SQL Server
Oracle PeopleTools Lawson Sybase a o e
Rational Clearquest SecurlT R-Man : ¢ Requres fewer SPECIE\'IZEd
Rational Jazz Server JD Edwards ServiceNow skills
- Microsoft Office 365 D
Remedy Epic Salesf Application adapter
SAP GRC Meditech aliestorce.com H d
SAP Netweaver Tandem Cronallz e lost adapter
SAP AS Java BMC Remedy Box Requires local adapter
P HANA Zimbra Mail MS Azure

Deepsupport, beyondiascheckioxs forcrticaliinfrastructure andiousinessiapplications
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IBM Security Identity Manager
BBS Referanslari

 20.000 kullanicili Kamu Bankasi ve Istirakleri

ANADOLU | |
SIGO RTA 'AI TUSAS-Turk Havacilik ve Uzay Sanayii A.S.
7‘ {" ) é}'f’
5 SCALIK HOLDING
7 TC
@ ZORLU O
UNIVERSITESI




Kamu Bankasi

~20.000 kullanici
Kisi basina 16 hesap, toplamda yaklasik 300.000 hesap
Humanist (SQL view)

RACF, AD, Exchange, Lync, IBM LDAP, DB tablolariyla yonetilen sistemler, Cisco
CM, BMC Remedy

istiraklerin yénetimi
Gunde 300 yetki degisikligi
Tum sistemlerde sifre senkronizasyonu

Pazartesi sabahlari 1500’den fazla sifre degisiklik talebi, 500’den fazla bloke
kaldirma (DPRA ve self servis)

Yilhk toplantilarda yetki degisimi (vekalet) (1 gecede 5000’den fazla degisiklik)
Cagri merkezi ile sifre degisim taleplerinde gizliligin saglanmasi



TAI

4000 kullanici
IK degisiklikleri aninda sisteme yansiyor

Kullanicilarin yetki talep mekanizmasi (self
servis)

SMS ile sifre bilgilendirme

Kisisel ve paylasilan ortak klasorlerin
vetkilerinin yonetilmesi



Calik Holding

2000 kullanici

2 farkli IK kaynagi

SAP hesaplarinin yonetimi (20 kadar SAP servisi)
AD, Exhange, SAP

Sifre degisiminde DPRA ve self servis

Ise giris cikis stireclerinin yonetilebilir hale gelmesi
Danisman hesaplarinin yonetilmesi

PIM: Sistem yonetici hesaplarinin yonetilmesi,
danismanlarin yonetilmesi




Anadolu Sigorta

e ~20.000 kullanici

 AS400, Host OnDemand, AD, LDAP,
Exchange, IBM Access Manager, ozel
uygulamalar

e 5 farkli IK kaynagi



Eczacibasi Holding

~20.000 kullanici
Yaklasik 100 adet sirket
100 adet SAP servisi

Her organizasyon kendi yetkilisi tarafindan
yonetiliyor (Sistem yonetici araytzinin
etkin kullanimi)

AD, Exchange, Skype, SAP, CA Help Desk



Zorlu Holding

e 7000 Calisan
 SMS ile baslayan sifre sifirlama streci



Identity Governance and Intelligence



~%80 kullanicinin
gereksiz erisimi oldu

81l

Source: Large European designer
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Kuruluslar, kimlik yonetimi ve istihbarata is odakh bir
yvaklasim ariyor

Kimlik ve Yonetim Gelisimi

6 Idare/Yonetim 6 Yonetigim 6 Mantiksal Analiz
Tasarruf Rol yonetimi Uygulama kullanimi
Otomasyon Erisim belgesi imtiyazh etkinlik
Kullanici yasam dongiisi = Genisletilmis isletme ve is Risk esasli kontrol

ortaklari Temel normal davranig

Onctil uygulamalar ve

Calisanlar Anahtari Acik ve kapali uygulamalar Calisanlar, ortaklar,

tuketiciler - her yerde

Kimlik Zekasi. Kimlik Verilerini Toplama ve Analiz Etme

Kullanici erigsimine Uyumluluk eylemlerine Daha iyi is kararlari nasil elde
goriiniirliik nasil nasil oncelik verilir? edilir?

kazanilir?
\ Y




Bridging Business, Denetci ve BT Bakis Acilari

Erisim istedini ve sertifikasyonunu basitlestirmek icin is Merkezli SoD haritalama

Business Activities
Create Create View Accounts Update
Sales Record |J Purchase Order Payable Payroll
O

and entitlements

A 4
frame

IT Roles and Entitlements



Kimlik ve Erisim istihbarati - Aykiri degerlerin belirlenmesi

'Isi haritalari’ kullanarak risk odakli erisim sertifikasi
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SAP icin Gorevler Ayriligi Yonetimi (SoD)

 Extends fine-grained SoD controls to SAP (users and roles).
 One governance platform for SAP and non-SAP applications
Roles SAP Role details Warning m Activity Transaction Authorization Object &%
Fler B
!
SoD Name Application Lo o
3 :‘. S TABCALS Main,_SAPR3 & Payment Order Arrangment AND Payment Order Authorization @
3 ‘o ZSTBATFUSI  Main SAPR3 T"“’ 0P
3 % ZSTCFORIN Main_SAPR3 E- Payment Order Arrangment
3 %+ ZSTCFORUSI Main_SAPR3 W F59
é ® . ZSTCrORUS? Main_SAPRS b F-40
3 dp Fo1 Main_SAPR3 : &b FB20
El ,Tﬁ, F-40 Main_SAPR3 = a= Payment Order Authorization
E' 4 Fa2 Main_SAPR3 4 Fu10
3 &b st Main_SAPR3
El & F52 Main_SAPR3
3 &b s Main_SAPR3
441D Pt | enttsrs (5 |




Mainframe’de Kimlik Yonetisimi

Governance on the Mainframe

* Extends fine-grained SoD controls to the mainframe-specific data model
* Provides Access Review and Request Management capabilities

ili Core Policles
m User Manager
I " A SoD || Purchase order approvi
Manage my users | Auth Request | Request Report
+ oe
[_] L SoD || Purchase order Creatiofml ko Sopin Gt ey
Filter
5 & SoD || Authorize debit/credit [ et — Lan ame
i g ] o AZ30704 & Patrica Whiteman
= e Authorize debit/credit note
e R R |
..... ol Details External Data 1200 ™ ") Accounts  Adivities  Rights
%2 ZPRZI_READ | | RACF-zI Application Name Description Start Date End Date WV
: o |\ Qualty Manager 3&“\' and Audit support and management entitement
a» Reconclile accounts ® hea S
@ Pivotal “se Gas Report
; dib ZPRR_READ || RACF-2 - _
5 o o Fo oot Core netwarking services ncluding Mol and VPN access
—

) RACF2CORD < ZPRZ_READ 20ORD Purchase order approve

4P Pl s [0 :] &




Kimlik Yonetimi ve istihbarat Sonuclari

Denetim Erigimi Yonetisim SoD Basitlestirme

- e

Large European
designer found
almost

Large European insurance
and financial services firm
governs access to

807 75,000 430M

of users had employees, agents,

Multinational
manufacturer

potential
unnecessary access privileged users entitlement
conflicts
after leveraging the by identifying access risks, with only
“last usage” information segregation of duty and certify = ez [ R
in their automated access for SAP, AD, mainframe, segregation of duty
controls set and custom-built apps

rules




ldentity Governance and Administration



Bu gériisme NIYE yapilir? - Zahmet silsilesi...

>,
A'A

BT Giivenlik

F~

Uygulama
Yoneticisi

AQ

Midiir, Uzman

PO} AA

GMY, Miidiir Is Birimi Yoneticisi



Tipik Denetim Bulgulari

X Kotl goris: Neden erisim hakki verildi.
— Kim talep etti ve kim onayladi?
— Bu erisim hala gerekli mi?

X 1hlal Tespiti Eksikligi
— Siradan calisana hassas erisim tahsisi
— Gorevler Ayrilig1 (Segregation of duties) ihlalleri olusturan c¢akisan izinler

X Veri ve rapor almak icin manuel cabalar
— Zaman tuketimi
— 3. parti danismanlik Ucretleri




Kimlik ve Erisim Denetlemesi Modelleri

Erisim Talebi

Is dostu arayiizii ile

. erisim islemlerini
hizlandirabilir miyiz?

Rolleri

— tanimlayabilir,
Gorevler Ayrilig bulabilir,
degerlendirebilir ve
Gorevler ayriligi koruyabilir miyiz?
politikalarini nasil
daha kullanimi kolay

tanimlayabiliriz?

Erisime sahip
olmalilar mi?
Erisim GoranUrlugi

Kimin nereye
erisimi var?



IBM Guvenlik Kimligi Yonetisimi ve Yonetimi

Eylemlenebilir kimlik istihbarati saglama WS
Auditors / LoB Managers / :
Risk Empmyges IT Security = Full support for IB!VI Mufldleware and Database stack
Managers s A o Team = Enhanced integration with SIM to support Access

! E ! Management Requests
=  SAP Role Governance Enhancements

Risk/ Access Access — Access = Align Auditors, LoB and IT perspectives in one
%m Portal Fulfillment consolidated Governance and Administration
e ——— .
offering

Identity Governance . :
and Administration Platform = Easy to launch Access Certification and Access

B Request to meet compliance goals with minimal

IT involvement

» Enhanced Role Mining and Separation of Duties
Reviews using visualization dashboard
and business-activity mapping

\.‘ VIRTUAL APPLIANCE _

& 020 O0Cf & Eﬁﬂ = |n-depth SAP Governance with Separation
Cloud Mobile Applications Desktop Data Mainframe Of DUtIeS (SOD), aCCess I‘ISk and f|ne'gra|ned
Computing and Server

entitlements reviews

= Easy to deploy virtual appliances
for multiple customer adoption scenarios




SAP icin IBM Security Identity Governance

ﬂ = ' |BM Security

- ldentity Governance

SAP Access Control icin neden IBM'i dustinmelisiniz?
— SAP ve SAP disi uygulamalar icin birlestirilmis model

— Yaklasimi asamalastirmak icin esneklik: 6r. Baslangicta kurumsal diizeyde
tutun, ardindan SAP'ye 6zel analizleri daha sonra gerceklestirin .. ya da tam
tersi

— Sadece SoD degil: Erisim Sertifikasyonlari, Hazirlama ve Risk Skorlamasi gibi
diger SAP kontrollerine basvurma becerisi



Ayricalikh Kimlik Yonetimi / Privileged Identity Manager



Meydan okuma: Igeriden tehditlere karsi verilerinizi koruyun,
Dolandiricilik ve endustri duzenlemelerine uyum saglayin

Being compromised by a rogue administrator/privileged insider
Threats from social media activities

Back doors or hidden functions inserted by products used from the
supply chain (firmware, middleware, toolkits, etc.)

Malware insertion or latent vulnerabilities in products

Advanced persistent threats to the enterprise

Threats due to employee mobility and “bring your own device” (BYOD)
Threats from lost or stolen devices

Threats specific 1o cloud computing

Top security threats

48%

41%
38%
—
—
—
—

In an IBM survey of IT executives, privileged insiders were considered to be one of the top security threats.!

Kuruluglar, hassas sistemlere ve aygitlara
ayricalikh kullanici erisimini denetlemeli
ve izlemelidir.

Son zamanlarda guvenlik ihlalleri, hassas
verilere ayricalikli erisim ve imtiyazli
kullanicilarin yapabilecegi zarara vurgu
yapar.

Ankete katilan BT yoOneticilerin %48'i en ust duzey
guvenlik tehdidini ayricalikli kigilerin olusturdugunu
belirtti [IBM Institute for Business Value study, July
2014]

Hukdmet ve guvenlik uyum kurallarinin (PCI DSS,
TRAI, IBTRM) artirilmasi ayricalikl kullanicilarin
dikkatli gozetimini gerektirir



Ayricalikh Kimlikler - Sadece Sistem
Yoneticileri Degildir...

Yuksek erisimli ayricaliklara sahip hassas
kaynaklara erisen kullanicilar

Komut dizileri, uygulamalardaki kodlanmis

kimlik bilgileri

* Harici bilesenlere erismek icin
uygulamalara gomuli yuksek erisim
ayricaliklari ve komut dosyalari ile kimlik
bilgileri

Sirketi riske maruz birakanlar; IT Sistem Yoneticileri

* Yanlislikla yapilan hatalar

e Kasith koti muamele /

Ornek (Sadece Sistem Yoneticileri degil)
* Root
. . a1 A/ & |
* UNIX File Shares Admin /vr !g
* DB2, SQL Server Admin \ /

* AD Domain Admins
* SAP Admin Uygulama Kimlik Bilgileri  Veritabani Yoneticileri

e Security Infrastructure Admin

~

* Firewall account access



Degisen BT egilimleri, etkin Ayricalikh Kimlik
Yonetimi ihtiyacini beraberinde getiriyor

Denetim Hatalar ve Whether there is an actual audit failure or a need to pre-empt one for regulatory

Diizenlemelere compliance, auditors need to see proof that access controls are in place, and
Uygunluk privileged access is a key concern, due to the inherent risk of these identities

lleri Kalicl Without strong privileged identity controls, once breached, hackers can gain
Tehdit unfettered access to sensitive resources
With public clouds, your data is only as secure as its access - it is important that
Public Cloud c strong controls be put on the sensitive administrative accesses to ensure only
authorized individuals can access this data
Veri Merkezi Data center consolidation and private cloud projects result in a high concentration of

virtual and physical servers, accessible ubiquitously to a large number of system
i administrators and identities with elevated access rights. It is critical to control
Private Clouds access of those privileged users in a consistent policy-based manner

Konsolidasyonu/



IBM Security Privileged Identity Manager

Sirket genelinde paylasilan kimlikleri merkezi olarak ydnetin, denetleyin ve kontrol edin...
Baslica urun ozellikleri

Control shared access to sensitive user IDs

— Check-in / check-out using secure credential vault
Request, approve and re-validate privileged access
— Reduce risk, enhance compliance

Track and record usage of shared identities
— Provide accountability

Automated password management

— Automated checkout of IDs, hide password from requesting employee,

automate password reset to eliminate password theft

Optional governance of application service IDs with secure credential
retrieval

— Secure and track embedded application credentials

Optional visual recording of user endpoint activity with on demand
search and playback of stored recordings

— Heightened oversight to meet governance requirements

IBM Security Cozumu

Privileged Identity Management (PIM) ¢6ziimii ayricalikli
kullanicilar ve uygulamalar igin eksiksiz kimlik yonetimi ve
kurumsal tek oturum agma 6zellikleri saglar.

IBM Security

Privileged Identity Manager

(- - Credential
redentia
“Privileged

[ Sossion? ! Vau
I Recorder :
: : PIM for Apps
| |
| |
| dmi
\\_Q_ _!_,f

% \ Databases

/ ORACLE' \
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En yeni IBM Security Privileged Identity Manager
(PIM) gelistirilmis guvenlik ve esneklik sunar .. ..

IBM Security Privileged
Identity Manager

. | -—
~ YENI! =
- . e
Improved enterprise integration: external authentication

support
Now supports use of Microsoft Active Directory (single domain)
for user authentication

Improved ease of use with expanded Privileged ldentity
Service Center support of entitlement management

Improved flexibility: application credential password
management

The optional PIM for Applications now supports scheduled
password updates of managed credentials

Enhanced customization support
New published REST APIs better support customer application
integration initiatives.

Enhanced security: RFID authentication
Supports RFIDeas’ RFID authentication solution

Quicker time to value with additional SSO profiles

New SSO profiles for _
o SQL Server Management Studio 2008
o Secure CRT
« DB2 Admin Tool (July)




Privileged Session Recorder option



Session Recording (Oturum Kaydi) ve Giinliigli Nedir?

Session Recording, daha sonra arama ve gorintlleme icin sistemdeki bir kullanici
oturumu sirasinda ekrandaki her seyi gorsel olarak yakalayan sanal bir gbzetim
kamerasidir

— Bir kullanicinin yaptigi seyin en eksiksiz kaydi

— Saygin olmayan (Non-reputable)

Session Recording, oturum sirasinda taninan kullanici olaylarinin bir metin gtnlGgtdur
— Oturum kaydindaki zaman damgalari ile iliskilendirildiginden video aramalarinda
harcanan saatlerin kaybini 6nler
— SIEM sistemleri ile entegre olup, veriler toplanabilir

Yakaladigi sey
— GUI veya web konsolu oturumlari icin meta veri iceren kullanici etkinliklerinin ekran
goruntuleri
— Metin konsolu oturumlari icin komut gtinltkleri

Amacg
— imtiyazli oturumlarin kaydedildigi ve izlendigi denetgiler icin kanit (ydnetmeliklere
uygunluk)
— Ayricalikli kullanicilar eylemlerinin kaydedildiginin farkinda olun
— Kok neden analizi ve adli tip icin kayitli oturumlari arama yetenegi saglayin



Temel Is Senaryolari

«  Ayricalikli Kullanici Aktivitesi izleme:
— Paylasilan bir Kimlik No araciligiyla erisilen oturumlarda kullanici etkinligini
kaydetme ve glinlige yazma
— Kullanicilari haklarini kétaye kullanma ayricaligindan vazgecirin

 Yasal Uyum
— Diunya capinda bircok diizenleyici makamlar, kuruluslarin ayricalikli kullanici
etkinligini izlemelerini ve bu kullanicilarin sistemlerinde neler yaptiklarini
gostermelerini istemektedir.

« Ornek: PCI DSS 10.2 Bu olaylari yeniden yapilandirmak icin tim sistem
bilesenleri icin otomatik denetim izlerini uygulayin. Herhangi bir kisi tarafindan
kdk veya idari ayricaliklara sahip olunan tum eylemler.

 Orn: Singapur IBTRM (bankalar icin) "Ayricalikli kullanicilar tarafindan
gerceklestirilen sistem faaliyetlerinin denetim guinligi tutulur”; "Ayricalikh
kullanicilarin faaliyetlerinin ele gecirildigi sistem gtinltklerine erisimi yoktur";
"Saticilar ve miteahhitlerin, yakin denetim ve izleme olmadan sistemlere
ayricalikh erisim kazanmasina izin verilmemektedir."

e Or. Hindistan Telekom Diizenleme Kurumu

Kok Nedeni Analizi / Adli Tip

— Ayrintili etkinlik kayitlarini kullanma - hizmet kesintilerinde sorun gidermeye
yardimci olabilir



IBM Security Privileged Identity Manager - Privileged Session Recorder

Ayricalikli etkinlik i¢in artan gorindrliik vasitasiyla iyilestiriimis yénetisim ve uyumluluk

Yonetme veya sorun giderme amaciyla kullanmayin.

Anahtar modul ozeti

» e . : 4
= Kullanici bitis noktasi etkinliginin kaydedilmesi privileged
. . | Session
— Triggered by credential checkout | Recorder PIM

— Command line and GUI (e.g. Windows) activity recording

1
I
: Credential
8 I Vault
I
¢ |
By
' ID Databases

—— - ——

— Compression and archiving supported for storage management ﬁ /4 i,

= Kayitlar igin esnek arama

— By user, date, application, command or endpoint system
y PP point sy Wy CrAcie |
IBM Security Cozumu W

l |
= Privileged Session Recorder provides visual recording of privileged user M
activities with on demand search and playback of stored recordings B

= Kayitlarin daha sonra tekrar ¢calinmasi igin saklanmasi

|
|
|
|
|
— Supports audit and troubleshooting |

= |mproved IAM governance and compliance

— Meet government compliance requirements
— Provide oversight of privileged user activity



